What should I do if | receive a secure email from the CoxHealth?

1. When someone at CoxHealth sends you an encrypted email, you will receive an email indicating that you
have received a secure, encrypted email message. Two examples of the way an email could appear are
provided below:

EXAMPLE 1:

& Secure Email - Unicode {UTF -8) -
 Fle Edit ‘iew Took Message Hep w"'

¢ 8 < X © O w

Reply Reply & Forward Print Delete Previous Mext Addresses

From:

Date: Friday, June 04, 20100 3:49 PM

To:

Subject:  Secure Email

Attach: |;g]secureMessagenu.hmi (9.25K8)

%OXHFAL‘IH

This is a secure, encrypted message accessible
for 90 days from the date received.
To read it, open the attachment.
For Cox Secure Messaiing

Confidertiality This a-mail massage. inchuding any sttachments , is forthe sole ure of the intandad
ioe: recipient ) and may cortsin confidential and privileged information protected by Law.
#ny urauthonized review, use, disclsure or distribution is prohibited. I you are not the
interded recipient, please contact the sender by reply e-mail and destroy al copies of
the coiginal messags.

Mora Info

Secuned by Proofpoint Encryption, Copyright @ 509 Proofooine, Ine. & rghts reserved.
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2. Click on the SecureMessageAtt.html attachment to open it.

@ Test Securo Messoge - Unicode (UTF-8) ' =

Oix

& o 5 X 0 O

- Reply  Repy Al Forward Pt Delete  frevious  Net  Addresses

From:

Dote:  Thursday, Mav 06, 2010 7:48 PM

Toc

SRUIRC I Foat SN Mesenen :

Attach: &) SecureMeszageatt b (9.53 1)

Moil Attochment

Do you want to open this lile?

Nome:  SecureMessageitt mi
Type HIML Docusent

|0ym||t¢u|

[] Abweays ack before opening His type of fle

Wil fles from the Intemet can be useful. some fles can potertisly
harm yous competer. If you do not bust the sousce., do ot open this
e, What'y e sk

This is a secure, encrypted message.
To read it, open the attachment.

Dipchaiomar This emal 308 B3 CONRant ane Confidntial and ntanded polly S0 the Use of the 233w ree
Plakde totily the sender f you hve received thes el in seror of Sirgly delete &

Secured by Prootport Ercrypton, Copynght @ 2000 Frootpore, o Al Aghts reserved
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3. Click on open when you are prompted (as displayed in screen above). The following screen will
FLILISEN {SEtSO0G a/ftA01 G2 NBFR YSaalaSteo

A Pronfpoint Encryption - Microsoft Internet Explorer, X

File Edt Wiew Favoritss Tools Help o
P TG n . B

Qe - @ @ @ \b ) search 2 Favarkes @ D:Q = 3

Address |@ C:\Documents and SettingsiIvaniLocal Settingst Temporary Internet Files\Content IES|182ZKKBLK)SecureMessageatt, hitml V‘ Go ks

#COXHEALIH

[ Click to read message ]

Disolaimer: This email and its content are confidential and intended solely for the use of the addressee
Flease notify the sender if you have received this email in emor or simply delete it.

More Inio

Secured by Proofpeint Encryption, Copyright 1@ 200 Praafpaint, Inc. Al rights reserved.

&] pone &) Restricted sites
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4. If thisis the first time you have received a secure email message from CoxHealth, you will be
prompted to create a profile and passwor(SeeCreating a New Profilg

5. If you are return user the login screen will appear. Enter the password you created when you
NBEIAaAliSNBRD OLF &2dz Ol yQi NBGhangingPhissvondd & 2 dzNJ LI

A Encrypted Email Login - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools Help

eBa:k - e @ @ @ pSear:h *Favuntes @ 8' % 3

adidress | ] https:{{securemail.coxhealth. comfformpostdir safeformpost. aspx Bl ks

MG

OXHEALTH

Log in fo read your secure message

Email Address:  coxproofpoirt@hotmail com

/7% Forget Password % Continue

B o ®m S P mternet
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6. After entering your passwordhe email will appear.

Fie [t Vew Faaries Tk Help

st ] hetpa: ) ucursmal cocchealth oo ueo.r e sacies fead

e

CoocHEALTH

a Regty g M Farews

From omPealn oom
T e epor el tis
o

Sakwcl bl corterbel = g
1§ coptu Sgratu s VALD

Thi% i% & test of a corfidential mEsage

Canmealth - a Top 198 letegeated Health Care Dok

COMHLALTH CONFICINTIALITY ROTICE: Thaa s msd masisgs.
unasthanrad raviav. uas. Sirdasuee o &

..ﬂuu-

Qoo - - [H @ o Osee grreen @ 255 B

sry wfiachmands; i For the sole une of tha ivtanded redpianti]) snd may oaben

™l e ks

Do i Logea

Soft  Trursdey, Aol 22, 100001555 AN

ol ard preegad information pobeced by lew Ay

irvdsiing
f prohebited, B pou are rot tha ivdended recpiant. plesns cortact the sandar by raply semsd snd dertesy o8 copien of B originsl meansg

gt 6 by PR OATAY BT ™

5 @ e
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7. To reply to the emaijklick on reply.

*}Ei'.'-!l'l TEALTH
Atea W Caca B
- T

7] Sered mm m copey

Tutmat [FE et consentinl message
Asacrmerts [ apacn o e

TR P '-l:smm "ﬂ -
| B |

Shi s ey B0 @ b Conde el Peage

ram “pomteslh com
Sk Truy, 32 g e 101555 2600
] T o Py A B el S

o B CONR e S

GamMmalth = & Fop 188 Dritmprated Heslth D S bwork
CONMEALTH CONFIDENTIALITT MOTICH: Thil S+ sl Mmarnsgs, induding sy stkcderants, i For the 1o uls of tha avteade-d reopast(n] Snd msy conten oafienssl snd prvliged imfametion paotscted by liw Ay
d swviirw, e, Sad o ol I po Bik st th inGanied secpHnt, Plesis caraet the Dander by seply s-mad and deitray o Copesd of T cognal M ILEGE.
Peraared by Prosdpent Ercryplor ™
% = 5 teer
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8. Click send to deliver the email.

osoft Internet Explorer

File Edit Wiew Favorites Tools  Help #

Qus- © 1 @ @ Lo s @ 253 B

Address | &] https: fsecuremail. coxhealth.comjsecUrersader/sent. jsf v | g o

Links »

Message Sent

Your secure message was sent successfully

To exit click Logout of close this brovwser window.

Return To Message 'i Logout

& Done B @ mene
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Creating a New Prdé

1. The first step in creating the user profile is to complete the fields on the screen below.

2. The user can select the reminder quessahe user perfers , then enter trswer. This will be
used in the event the password needs to be reset.

3 Encrypted Email Registration - Microsoft Internet Explorer

e R vew Fmomss Tos B T
Q- Q- [x] @) G Psewan Fprmanss | 3 1o
Address E https://securemail, coxhealth, com,formpostdir fsafeformpost.aspx j £

Registration

i

oxXHEALTH

Create your account to read secure email.

Email Address: coxproofpoint@hotmail com

First Name: [ |

Last Name: | |

Password | |

Confirm Password: | |

Pazsword Reset

Question - [setect a question. -]
Answer [ |
Question 2: |Selec,ta question. | hd |
Answer [ |
Question 3 [select a question. [~]
Answer | |

[&] pene

l_l_l_l_l—é_-lblntemet—'

May 26, 2010 8



Changng Passwords

e

1. Intheeventthd - 3a62NR KIFI & 0SSy FT2NH20GSyzx Of A0}

2 Encrypted Email Login - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools  Help #

eBaEk - e B @ @ pﬁearth *Favurltas e @- % :}%

Address

Links >

v Go

https:j}securemail coxhealth,com/formpostdir fsafeformpost, aspx

WHEALTH

Log into read your Secure message.

Email Address. coxproofpoirt@hotmail.com

/% Forgot Passward — $ Cantinue:

2 L Em S P nteme:
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2. Next you will haveo answer the questiosselected when the account was created.

3 https:/ /securemail.coxhealth.com - Reset your password - Microsoft Internet Explorer o |ﬁ'|5|

Reset your password

MG

oxHEALTH

Pleaze answer the following to reset vour
password.

Question : vyour favorite food

Answer |

Question 2: wour first real job

Answer |

Question 3: firzt pet's name

Answer |

[@] Done

May 26, 2010
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3. Enter the new password, then click continue.
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